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Configuring user
validation

in the Client configuration

By default, when a NetSupport Manager Control attempts to connect to a Client after locating
it either via a local browse of the network or the NetSupport Gateway, the Control will be able to
connect without having to authenticate first.

You can prevent unauthorised connections to your Client machines by setting the User Validation
settings in the Client configuration. These settings can either be configured locally at the Client
machines or via Active Directory GPO using the ADMX templates that are provided.

Configuring user validation locally at the Client

1. On the Client machine, open the NetSupport Manager Client Configurator located under Start
> All Programs > NetSupport Manager - or run the pcicfgui.exe file located in C:\Program Files
(x86)\NetSupport\NetSupport Manager.

2. Select Advanced.

(ﬁetSupport Client Configurator )b

Welcome to the Configurator. This program allows you to configure all
aspects of the NetSupport Client's behaviour.

Basic
Choose ‘Basic’ if you are uzsing MetSupport for the first time. Frem here you
can set the Client name, network protocol(s) and basic security {such as a

password).

Advanced

Choose "Advanced’ if you want to create mulbtiple user profiles, integrate with
MT =ecurity, enable/disable particular features or limit remote file access o
specific directories.

Help Quit
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3. Select Master Profile and then click Edit.
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4. Select Security — User Validation.

6C:\Program Files (x26)\NetSupport\NetSupport Manager\client32u.ini: Master Profile %
‘ Search settings ’O| User Validation
-@“ Connectivity Usernames (* = widcard):
e @ﬂ Securfty * change...

@ User Validation
= -- Access Privileges
- -- User Acknowledgement
508 Smart Card
Q Connect
. .. Disconnect Browse...
--§03 Protect Configuration
é File Transfer Enable Smart Card Authentication
é Replay Files
- -- Event Logging
¢ Remote Control [JAuthenticate User and Password with Active Directory
@? Client Interface
f\‘,’? Profile Options
-@ﬁ Terminal Services
-@e Advanced

NT Options
[ Authenticate User and Password with NT

Active Directory Options

RADIUS
[ authenticate using RADIUS
Server address: | Server address |
Secrat: | |
[~ Always Prompt for Username and Password o
\ oK Cancel Help /

Under the User Validation section, there are four sections:
Note: All authentication is performed by the Client using the credentials supplied from the
Control machine.

Usernames

Clicking Change allows you to create a username and password that grants a connection to
the Client machine. You can create multiple user names if you have multiple Control users and
would like each user to have their own set of credentials.

When a Control attempts to connect, it will be prompted for a username and password before
it's granted access.

An asterisk denotes a wildcard, so a Control user can enter any username. If you want all
connections to prompt for a username and password, ensure you remove the asterisk after
entering your usernames and passwords.

Note: Removing the asterisk and not specifying any usernames and passwords means that no
Control will be able to connect to the Client.
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NT Options

The NT authentication within NetSupport Manager prompts the Control user to enter valid
NT account credentials when attempting to connect to the Client. The NT account credentials
entered must be valid on the Client workstation.

You can further restrict access by specifying an NT group which restricts access to members of
that group only. Selecting Browse will show the NT groups that are known to the workstation.

Active Directory Options

The Active Directory authentication within NetSupport Manager validates a connection against
Active Directory. A Control is prompted to enter AD account credentials for a valid account which
exists on the Active Directory that the Client machine is a member of.

As an additional level of security, you can also restrict access to members of specified AD security
groups. Using this option, a Control can only connect if the AD credentials supplied are for a user
account that is a member of the specified security group.

Authentication using RADIUS

From version 14 onwards, connections to the Client can be authenticated via RADIUS
authentication. Once enabled, the connection will be validated using the method set in RADIUS
each time a Control attempts to connect to the Client.

RADIUS authentication can be used over TCP/IP and HTTP/HTTPS communications.

Applying user validation/RADIUS via Group Policy

The user validation settings can also be configured on your Client machines via Active Directory
Group Policy.

The following technical article explains where to find the NetSupport Manager ADMX Templates
files and how these can be imported in your Group Policy: How to apply the NetSupport Manager
ADMX files.

Once you have imported the ADMX Template files, you will find the settings in the following
locations:

Computer policy
Computer Configuration > Policies > Administrative Templates > NetSupport Client Settings >
Master Profile > Security > User Validation/RADIUS Server settings.

User policy
User Configuration > Policies > Administrative Templates > NetSupport Client Settings > Master
Profile > Security > User Validation/RADIUS Server settings.

Note: If using the Usernames option, the password will need to be entered into the Group Policy
using an encrypted value. You can generate encrypted values via the NetSupport Encryption
utility, which can be requested from our Support team.

For further information about the Encryption utility, click here.

After following the steps above, you will have successfully configured your NetSupport Manager
Clients to request user validation when a Control attempts to make a connection.
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https://kb.netsupportsoftware.com/knowledge-base/how-to-apply-the-netsupport-manager-admx-files/
https://kb.netsupportsoftware.com/knowledge-base/how-to-apply-the-netsupport-manager-admx-files/
https://kb.netsupportsoftware.com/knowledge-base/netsupport-encryption-utility/

